
 

Vendor Cyber Risk
Case Study
One of the largest investment banks in the nation needed to quantify their
exposures and verify the risks of their vendors.
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The client is an American multinational  independent investment bank  and  financial 
services company. The firm provides clients with capital markets and financial advisory 
services, institutional brokerage, securities research, and  asset management. This 
includes mergers and acquisitions, restructuring, and other financial advisory services.

The client uses thousands of vendors, many of them enterprise critical vendors that 
receive tens of thousands of files of sensitive data on a daily basis.  These vendors act 
as data processors, and partners with supply chain and key system dependencies.  The 
client has a rock-solid internal cybersecurity program.  They use VPN access, two-factor 
authentication and role-based access controls with a state of the art Identify Access 
Management system (IAM). Background checks and security awareness training is done 
regularly.

However, as with any business once the data leaves the firm you are at the mercy of the 
third-party to ensure that they are protecting your data.  Ask Facebook, Target and a 
host of others what the consequences are.

The company’s audit team requested a verification process to measure financial expo-
sures and identify gaps in the vendor’s cybersecurity programs, resulting in new pro-
grams to reduce risk and close these gaps. The client was introduced to Cyber Innova-
tive Technologies by our Financial Advisor to assist in implementing this most import-
ant program.
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The audit team has the difficult task of looking for gaps in areas where there is not 
much transparency.  Vendors typically do not open their kimono to their clients.  Mea-
suring financial exposures does not require this, however identification of gaps in the 
cybersecurity program does. Many vendors do not wish to reveal this information for 
fear of the consequences.  However, clients no longer wish to remain blindfolded and 
handcuffed by their third-parties.

In addition to regulatory fines and penalties that our clients would be subject to, there 
is the cost of a data breach if the vendor breaches the organization’s data.  These costs 
include public relations assistance; additional auditing; consulting; investigation 
costs; communication costs; legal costs; credit monitoring; forensic costs; notification 
costs; call center costs; and other activities that are related to ensuring the individuals 
whose data has been taken is being cared for and for the organization to understand 
why the breach happened in the first place.

Our client is subject to a host of regulations including the Financial Industry Regulato-
ry Authority (FINRA) and the new NYS Department of Financial Services Part 500. 

http://cyberinnovativetech.com/


4

In 2001, 10% of your business was a digital 
asset.  Today, 85% of your business is in digital 
form. The digital asset approach is based on 
three years of research with the Fortune 1000 
and cyber insurance industry to understand 
which metrics will provide limits adequacy and 
measure cyber resiliency.  The research is the 
basis of the best-selling cyber risk handbook 
‘Managing Cyber Risk’, written by the CEO of 
Cyber Innovative Technologies, Ariel Evans.  The 
book is the utilized in several cyber risk courses 
at leading universities and outlines the use 
cases and metrics needed to quantify cyber 
exposures.

Cyber Innovative Technologies VRisk product 
uses the digital asset approach and a risk engine 
that models cyber risk in a graphical user inter-
face.  This allows each customer to model cyber 
risk metrics based on their needs.  The interface 
is flexible, allows for multiple Monte-Carlo 
scenarios based on types of data, technologies, 
asset types and other digital asset parameters.

Figure 1. Managing Cyber Risk

Click Here To Find Out More Information On The
Book "Managing Cyber Risk"

http://cyberinnovativetech.com/
https://cyberinnovativetech.com/resources
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Data Exfiltration happens when data is stolen by cyber criminals during a data breach. 
This can be due to many causes including and not limited to misconfigured systems, 
poor access controls, from insiders or external actors.  Specifically, it is the unautho-
rized copying, transfer or retrieval of data from a computer or server and is measured 
by the number of records taken multiplied by the cost per record. Data exfiltration is a 
malicious activity performed through various techniques, typically by cybercriminals 
over the Internet or other networks.

When you send your data to a vendor the data exfiltration exposure is now based on 
how they protect your data. Do they store your data?  Do they encrypt your data?  What 
is their data retention and disposal policy?  Is it enforced?  These questions must be 
answered to be confident that the vendor is truly preventing a breach of your data.

Regulatory Loss happens when a regulator fines an organization for a cyber-breach.  
The costs of the fines are defined by the regulator(s). In the case of healthcare records, 
the regulatory body is the U.S. Department of Health and Human Services (HHS). For 
credit card data exfiltration, the guidelines are administered by the Payment Card 
Industry (PCI) Security Council. In the case of EU citizen data, the regulatory body is the 
European Supervisory Authority.  There are many regulations across states for sec-
tor-based needs including the New York State Department of Financial Services Part 
500, the Insurance Data Security Act, etc. When the third-party (the vendor) is 
breached, the first-party (the client) is fined.  The first-party bears the burden to pro-
tect their customer’s data.
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In order start a vendor cyber risk assessment, the company must identify which digital 
assets the vendor works with and what type of vendor they are.  Vendors can be 
service providers – such as McKinsey implementing SAP, product vendors - Oracle pro-
viding an Oracle database, cloud service providers like AWS or system vendors – SAP 
providing SAP Financials.  Each vendor type needs to be evaluated in its true context.

Determine the Data Exfiltration Exposures - Once the digital assets are identified, a 
record count can be done for each system to understand either how many records are 
sent to each vendor or the number of records the vendor is directly in contact with. 
Each record must be unique.  It is important to not double count.  Most data breach 
scenario analysis involves privacy records, however an organization is not limited to 
privacy in their analysis.  Records could be credit card related, healthcare related, 
intellectual property or any other type of relevant classification for the company to 
gain insights on their levels of financial exposures. Both credit card and healthcare 
data are also secondarily classified as privacy data. Many companies have to comply 
with several regulations. In the case of a data breach, the cyber insurance costs relate 
to privacy data. A method to identify unique records for privacy data can be to ensure 
uniqueness based on the name and the social security number.  The system’s database 
administrator may advise and can run SQL queries to get the record counts for your 
needs.

Determine the Regulatory Exposures - It is important to look at the record count in 
context.  As an example, some clients did not archive records for decades. Others when 
migrating to more innovative technology, took all the record history. Most records 
older than 1-2 years serve no legitimate business purpose. Older records can be 
archived. Clients are advised to archive non-critical records “offline” in a database with 
no internet access.  This will reduce data exfiltration exposure significantly. Simultane-
ously, it is advised to adjust the data retention policy to keep what is needed for busi-
ness purposes with clear language as to how records can be achieved offline.

http://cyberinnovativetech.com/
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Measuring Effectiveness - Determining the gaps in the vendor’s cybersecurity pro-
gram can be used in the RFP process and during the lifecycle of the vendor.  A cyber 
risk assessment was done with a detailed questionnaire measuring organizational 
oversight and leadership, audit cycles and approach, log reviews on servers and 
vulnerabilities, encryption methods, data retention and disposal enforcement, demon-
strating the effectiveness of their cyber program.

Trust and Verify – it is the responsibility of the organization to make sure the vendor is 
trustworthy.  Measuring that level of trust and verifying is what we call the “Ronald 
Reagan” method. Evidence is provided by the vendor to verify the effectiveness of 
their cybersecurity controls.

http://cyberinnovativetech.com/
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The business owner is interviewed, regulations in scope and vendor type are identi-
fied, and initial data is put into the VRisk platform. The VRisk platform inventories the 
digital assets in scope and the business owner provides the record counts from the 
DBA.  Reconnaissance is done on the vendor to determine prior breach history and 
prior loss events. The vendor is onboarded and receives a link to their questionnaire.

Concurrently with the digital asset inventory, risk modeling analysis was performed 
with the Enterprise Risk Manager (ERM) and the Chief Information Security Officer 
(CISO) to define the financial exposure algorithms for Data Exfiltration (data that could 
be stolen and result in a data breach) and Business Interruption for both Ransomware 
and Denial of Service Attacks. We determined the cost per record based on industry 
data from the IBM Ponemon Cost of a Data Breach Report. We adjusted the record cost 
based on what the cyber insurance policy covers to get the true cost of the record. The 
algorithms were modeled in the VRisk risk engine.

System owners provided data for the calculation of data exfiltration risk (unique record 
counts), that would be lost in the event of a data breach in VRisk.  These record counts 
are verified with the vendor and the vendor’s disposal policy is investigated and proof 
of deletion is proven by attaching the log files

Data was analyzed in VRisk to score the effectiveness of the vendors’ cybersecurity 
program and gaps are identified revealing hidden ineffective controls. Recommenda-
tions were made to the client for risk reduction.
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The customer had several enterprise critical vendors that had extraordinary exposures 
of over a billion dollars. The vendor was required to dispose of all data not necessary 
for business on a day-to-day basis.  After the record counts from these systems were 
reduced, the highest system record counts are slightly over 2 million.  Other vendor 
systems that are in scope have slightly less than 2 million records.  It was recommend-
ed the customer monitor the vendor’s disposal policy enforcement. 

Several vendors were identified with inadequate log reviews, penetration tests and 
vulnerability scans.  Each vendor was given 30 days to correct ineffective security con-
trols.

The information was shared with the SVP of Audit, Vendor Management and the audit 
committee. The customer is now evaluating all the non-enterprise vendors and is very 
grateful that we were able to decrease their third-party risk by several billion dollars.

http://cyberinnovativetech.com/


Ariel Evans, CEO
+1 917-472-0533
ariel@cyberinnovativetech.com

Cyber Innovative Technologies, Inc.
555 Madison Avenue, 5th Fl
New York, NY 10022

Cyber Innovative
Technologies
CIT is a pioneer in cyber risk. Our cyber risk engine 
uses a digital asset approach that provides busi-
ness-oriented use cases coupled with an automat-
ed cyber risk management platform. Supporting 
fortune 1000 companies, government agencies, 
insurance companies and M&A firms, CIT provides 
a comprehensive suite of cyber risk software solu-
tions that increase cyber resilience.

We are the only company that utilizes a digital 
asset approach for cyber risk management. As the 
shift to digital business continues, Gartner sees an 
increased focus on the risks associated with the 
complex ecosystems that are an integral part of 
digital businesses.

CEO & Founder Ariel Evans is a senior cybersecurity expert, serial entrepreneur, and 
author. Ariel is the CEO of Cyber Innovative Technologies, and the founder of Cyber 
Intelligence 4U, an educational cybersecurity company. Ariel is the author of ‘Manag-
ing Cyber Risk’ published by Routledge Press in April of 2019. The book provides the 
basis to measure digital asset risk with use cases for measuring cyber resilience, cyber 
insurance needs, M&A risk quantification, resource and budgeting needs, using metrics 
that boards and directors can understand.

Ariel’s insight into regulation, governance and 
business connectivity technology allows her to 
provide expert guidance to the Department of 
Homeland Security, The Payment Card Industry & 
other governing bodies that are accountable for 
reducing risk and ensuring secure financial, medi-
cal and personal data.
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