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Supply Chain Attacks – Don’t 
Break the Chain
The cyber-risks inherent in the global supply chains are alarming.  Companies must 
have a plan to identify high risk vendors and protect their supply chains.
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The modern supply chain is a massive endeavor. Some supply chains, such as the U.S. defense supply chains, are 
enormous: a 2022 report by the Department of Defense states that an American aerospace company typically has 
200 first-tier suppliers and more than 12,000 second and third tiers suppliers.  All of these suppliers are individual 
entities with hundreds or thousands of employees, apps, devices, and other touchpoints; each of these provides 
a potential entry point into the chain that a cybercriminal can exploit. Together these suppliers form a critical 
infrastructure, only as strong as its weakest link. 

The SolarWinds supply chain attack of 2020 demonstrated how impactful a cyberattack against a vendor in a chain 
can be. The attack used the SolarWinds Orion software update service to send out malware infected updates to 
over 18,000 worldwide customers in its chain.  A breached chain takes the cyber-attack deep into an organization. 

A 2021 report from the European Union Cybersecurity Agency (ENISA) found an increase in sophistication and the 
volume of supply chain attacks.  The report found that half of these attacks were by hacking groups, targeting the 
supply chain to steal data and financial assets. Trust is central in the attack scenarios, and a supply chain runs on 
trust. So how can an organization de-risk itself and its supply chain to prevent these damaging cyber-attacks?

This report looks at:

The types of  
supply chain  

attacks

The methods  
used to attack  

the chain

The impact of 
supply chain 

attacks across  
the chain

How to  
mitigate supply 
chain attacks



What is a supply chain attack?
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Supply chain attacks are nothing new. The cyberattack on Target in 2013 is synonymous with this type of attack. The 
hack began when one of Target’s suppliers had login credentials stolen. The result was the exposure of 40 million 
customer credit cards, which lead to $18.5 million in settlement claims. Supply chain attacks are increasingly used 
to infect multiple corporations. One of the reasons why supply chain attacks work is that they exploit the trust 
between an organization and its third-party vendors. Organizations often must allow privileged access to corporate 
apps and other resources to allow the vendor to do their work. Software vendors, for example, must be able to 
send out automatic updates to their clients: this process resulted in the SolarWinds supply chain attack of 2020 as 
referenced earlier.

The type of tactics and techniques used in supply chain attacks cover the entire threat landscape and 
include:

The type of tactics 
and techniques 
used in supply 

chain attacks cover 
the entire threat 
landscape and 

include:

Spear phishing: 
Targeting privileged 
users within the 
supply chain.

Social engineering: To 
manipulate specific roles 
across a supply chain. The 
goal is typically to build 
up intelligence to steal 
credentials or other data.

Account takeover:  
Any compromised user 
account can be used to 
escalate privileges to 
allow access to sensitive 
areas of a network.

Update hijacking:   
Again, SolarWinds is 
a perfect example of 
software updates being 
used to infect clients 
across a supply chain.

Open-source software 
issues:    
Security flaws in open 
source can be used to 
exploit a supply chain 
network.

Misconfiguration:   
Poorly secured web 
servers and databases 
can lead to exploitable 
flaws that allow hackers 
into the supply chain.
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These cybersecurity attack methods lead to:

Ransomware 
infections

Other malware 
infections

Infected  
customer apps

Data  
breaches

Regulatory  
fines

Shareholder 
Lawsuits

Class Action  
Suits

C&O Derivative 
Actions

These  
cybersecurity attack  

methods lead to:



Sectors impacted by supply 
chain attacks
If you use a supply chain or are part of a supply chain, you risk a cyber-attack. Supply chain attacks 
are insidious and can happen over months or even years. This was the case of French hosted software 
monitoring company Centreon. In a similar attack to SolarWinds, Centreon customers were delivered 
infected updates via the company’s software delivery system. The attackers, thought to be a Russian 
state-sponsored hacking gang, used a backdoor in Centreon’s systems and guessed admin passwords 
to gain entry to Centroen’s systems.  Many of the company’s customer across the supply chain were 
impacted.

Each sector has its examples of targeted supply chain attacks. By understanding how and why certain 
sector supply chains are attacked, an organization can begin to de-risk its third-party management. 

Financial Services
In 2021 the banking industry experienced a 1,318% increase in ransomware attacks.  Supply chain attacks 
played a part in infecting banks and other FIs (Financial Institutions) with ransomware and other cyber-
attacks. A Sophos paper “The Finance Sector and Supply Chain Risk: Developing a Proactive Cybersecurity 
Approach” found that 83% of FI respondents see developing a supply chain risk strategy as a top priority 
because of the current onslaught of cyber-threats against the industry. 
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Factors in supply chain attacks in finance
Factors that play a part in increasing the risk of third-party 
vendors in the financial sector include:

Factors that play a part 
in increasing the risk of 

third-party vendors in the 
financial sector include:

Examples of supply chain attacks in the financial sector
Bangladesh bank: in 2016, the Lazarus hacking group used the SWIFT supply chain to steal $101 
million.

Robinhood, American stock trading platform: in 2021 a breach notice from Robinhood disclosed a 
data breach after its systems were hacked. The result was the loss of data for seven million customers. 

Denmark Central Bank: the bank was one of the 18,000 affected clients of the SolarWinds cyber-
attack. 
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Third-party IT suppliers: software updates, if not secured, are 
used to deliver malicious software directly into a FI network

Digital transformation: digital transformation of 
services is dependent on data and access. This can 
lead to increased risk around cloud security

Work from home: Increased work from home and 
hybrid working since the Covid-19 pandemic presents 
opportunities for cybercriminals to exploit.

Open banking: this is an EU initiative using the regulatory 
framework of PSD2 (Payment services Directive 2). Similar initiatives 
are happening across many countries. Open banking requires that 
banks provide access to customer data through APIs that can be 
used across a vendor ecosystem to deliver new products and apps. 
Unless secured, this system could be open to abuse. 



Healthcare
Healthcare is a data-rich industry, and the threat level reflects this. Between 2009-2021, 
314,063,186 healthcare records in the USA were exposed.  The industry uses a large and 
complex ecosystem of third-party vendors, placing this extension of a central healthcare 
organization at risk. Regulations such as the U.S. HIPAA (Health Insurance Portability and 
Accountability Act) attempt to address this with security measures required to cover the 
supply chain and ‘business associates’.
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Data interoperability and PHI
New regulations and standards in healthcare are leading to a more fluid data exchange environment. This 
includes the U.S. CMS (Centers for Medicare & Medicaid Services) final interoperability rules and ONC 21st 
Century Cures Act. These rules mandate the data interoperability across healthcare, including healthcare 
supply chains. Unfortunately, this open exchange of data provides exploitable gaps unless protected.
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Factors in supply chain attacks in healthcare
Factors that play a part in increasing the risk of third-party 
vendors in the financial sector include:

Large supply chains and the connected hospital 
The massive supply chain used by hospitals create visibility issues that increase risk. This supply chain is 
often cloud-based and interconnected, increasing the risk of supply chain attacks.

Expansive network of exposed devices: 
healthcare embraces IoT (Internet of Things) devices, but these connected systems provide opportunities 
for attackers to exploit. An Irdeto survey on connected device cyberattacks, found 82% of healthcare 
organizations had been a victim of attacks that exploit the IoT. 

Examples of supply chain attacks in the financial sector
PracticeFirst: an attack on the supply chain of PracticeFirst led to a ransomware infection that 
affected almost 1.2 million individuals. 

CaptureRX: a ransomware infection at this healthcare supplier went on to expose almost 2 million 
healthcare records across many healthcare clients. 
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E-commerce and retail
In 2020, 44% of retail organizations experienced a ransomware attack, with the retail industry 
experiencing a 264% increase in cyber-attacks  The Trustwave “2020 Global Security Report” 
recognizes that retail is the most targeted sector for three years in a row.  Retail has long 
been in on the hackers most wanted list. Target, as mentioned previously, is infamous for the 
supply chain attack that impacted millions of its customers. NotPetya ransomware is another 
notorious attack against the retail supply chain, causing $10 billion worth of damages. , 
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A wealth of customer data
retail suppliers and retail outlets sit on enormous amounts of valuable customer data.

Factors in supply chain attacks in retail

A surge in online shopping: 
the increase in buying goods online during the Covid-19 pandemic opened potential web  
attacks and exploits.

New technologies to improve customer experience:  
techs such as chatbots, new payment options, and API connections across many services deliver multiple 
exploit points across the retail supply chain. 

Examples of supply chain attacks in retail
Coop Sweden:  the supermarket chain had to close over 500 stores when it became a victim of the 
supply chain attack by hacking group REvil. The attack targeted managed service providers (MSPs) who 
delivered Kaseya remote patch management and monitoring to clients.

CaptureRX: the CLOP ransomware hacking gang went after the supply chain of Accellion, a file transfer 
application vendor.  The attack impacted over 100 companies, including Shell and The Reserve Bank of 
New Zealand.  
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Regulations and frameworks in 
supply chain risk management
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NIST Supply Chain Risk Management (SCRM)
The National Institute for Standards and Technology 
(NIST) publishes several frameworks and advisories 
that help to mitigate risks in “Supply Chain Risk 
Management (SCRM)”.  This includes NIST Special 
Publication 800-37, a Risk Management Framework 
for Information Systems and Organizations. 

NIST Cybersecurity Framework (CSF) 
The NIST CSF is not specifically for supply chain 
risk management; however, it offers a general set 
of general guidelines for using existing standards, 
guidelines, and practices to manage and reduce 
cybersecurity risk. 

Cybersecurity Maturity Model Certification 
(CMMC) 
The Department of Defense (DoD) requires suppliers 

to adhere to the Cybersecurity Maturity Model 
Certification (CMMC) compliance when responding 
to its requests for information (RFI). The framework 
is also helpful in understanding what measures are 
needed across supply chains in other industries. 

ISO 9001
An international standard in quality management that 
can help build resilience in supply chains. Over one 
million companies are certified to this standard.  

Common Criteria, SOC 2
A framework developed by the American Institute 
of CPAs (AICPA). The framework covers security, 
availability, confidentiality, processing integrity, 
and privacy. The measures are designed to ensure 
software providers handle data responsibly and 
securely.  

There is help at hand in managing the risks of the supply chain. Regulations provide 
frameworks and guidelines for managing organizational and supply chain risk. 
Some useful supply chain risk management standards to check out include: 



Five ways to prevent supply 
chain attacks
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The following five best practices can help to build resilience into a supply chain and 
manage the risk of using third-party vendors:

Know your supply chain (KYSC)
To mitigate risk, you need to understand the risks of each supplier. Assignment of risk requires complete 
visibility into vendors' processes, procedures, devices, and applications across the supply chain. 

Perform comprehensive asset management across the chain to know what resources you have, 
and the level of protection needed. Include in this assessment configuration of cloud resources and 
device management; don’t forget to include software analysis and code reviews. Use supply chain risk 
assessment to identify and document risks. This will form the basis of your SCRM strategy. 

Use a security framework that addresses SCRM
Refer to one of the security frameworks to help determine your supplier security requirements or 
controls. These frameworks can help formulate your SCRM strategy and build in crucial security 
requirements that your supply chain vendors should expect to put in place. 

Monitor and assess open-source use
Cybercriminals may exploit software code to carry out supply chain attacks. The SolarWinds attack already 
mentioned, is an example where compromised source code made its way through the supply chain to 
infect multiple companies. Another example is the open-source Apache Log4j vulnerability that affected 
thousands of organizations who use it to log Java applications. Therefore, monitoring third-party software 
and open-source use is essential to prevent malware infections that exploit software update procedures. 

Apply zero-trust security across the supply chain
Zero-trust security is a model of controlling access based on the principle of ‘never trust, always verify’. 
It works by verifying all access requests both inside and outside an organization. It is a kind of checks 
and balances system that uses technology, people, and processes to add additional layers of security 
whenever anyone attempts to gain access to a corporate resource such as data, apps, and so on. It covers 
access by devices and people. 



Keep your own house secure 
A company should lead by example. Make sure that your own house is in order by practicing what you 
preach. Apply a zero-trust approach to securing your organization by applying the tenets of a security 
framework like NIST CMF or a security standard such as ISO27001.  Some of the basics should include:

• Robust authentication measures alongside the principle of least privileged access. 

• Train your employees in security awareness

• Adhere to privacy regulations to minimize data collection 

• Use encryption for data storage and during data transfer

• Use endpoint security measures for all employee devices, including remote workers 
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Understand the chain and  
its relationships

A recent study by ENISA summed up the situation regarding third-party risk management:

“strong security protection is no longer enough for organizations when attackers have already shifted their attention to 
suppliers.” 

Securing the supply chain to reduce the risk brought into an organization when working with third parties is more 
than just a technology fix. Understanding the supply chain and assessing the risk is vital in managing that risk. 
Unfortunately, the supply chain will remain a hacker’s favorite until industry works across the chain to close the 
gaps and remove the ability to exploit any weak links.

Using cyber risk management platforms allows companies to identify the weakest links by mapping financial 
exposures to risk and generating heat maps that provide context related to the vendor risk.  Treating a cloud service 
provider like McKinsey, or SolarWinds is not an effective strategy. Each have different risks related to the asset they 
are touching in your firm.  

Mapping the supply chain is needed to identify the how the vendor uses your data and what mechanisms are in 
place to protect it.
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Trust and Verify

Doing an assessment is critical, however just as critical is to verify that the controls are in place for the vendor.  This 
requires that you gather the evidence. This will include Pen Tests, Disaster Recovery (DR) certifications, Vulnerability 
Scans, Access Control policies and procedures, and a host of over 100 control tests that have multiple components. 
Ensure that you are not using a check box mentality and are doing it once and doing it right.

Do a mini audit. Choose your top 10 controls and randomly test the third parties and see what you get.  That will be 
eye opening and help for you to have conversations with the venders to strengthen their controls and reduce your 
risk.

Don’t break the chain.  Strengthen the chain with best practices, people, process, and tools.
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