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One of the largest telecommunications conglomerates 
in the nation needed to demonstrate cybersecurity 
tool ROI to its clients.



Overview
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The client is an American multinational telecommunications conglomerate and a corporate component of the 
Dow Jones Industrial Average and is publicly traded. The client desires to be a leader in cybersecurity and boasts 
over 65 cybersecurity products sold by over 3,000 sales representatives across the globe.

There is heavy competition in this tel-tech space and the client wants to crush the competition. Most products are 
championed at the CISO level. CISOs are struggling for budget and an ROI would be very useful in showing risk 
reduction and cost savings. However, as with many cyber sales, the client is having a difficult time quantifying ROI.
The company’s security product team was introduced to the solution by our CEO through our sister company, 
Cyber Intelligence 4U, that boasts over 4,000 graduates of their Enterprise Cybersecurity program of which the 
client is a customer.



The Problem

© Copyright 2022-2024 RiskQ, Inc.

The client faces fierce competition in the cybersecurity tool and solution space. The client needed a solution to 
demonstrate ROI to speed up sales and move into a trusted provider position. The client’s cybersecurity portfolio 
included over 65 products and services that reduced risk at the organizational or the system level. The tools and
services reduce data exfiltration and business interruption exposures, regulatory and technology risks.



Digital Asset Approach
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In 2001, 10% of your business was a digital asset. 
Today, 85% of your business is in digital form. 
The digital asset approach is based on three 
years of research with the Fortune 1000 and 
cyber insurance industry to provide metrics that 
measure cyber resiliency. The research is the 
basis of the best-selling cyber risk handbook 
‘Managing Cyber Risk’, written by the CEO of 
RiskQ Inc., Ariel Evans. The book is utilized in 
several cyber risk courses at leading universities 
and outlines the use cases and metrics needed 
to quantify cyber exposures. RiskQ Inc. uses a 
digital asset approach in their ValuRisQ product 
that has a risk engine that models cyber risk 
in a graphical user interface. This allows each 
customer to model cyber risk metrics based on 
their needs. The interface is flexible, allows for 
multiple Monte-Carlo scenarios based on types 
of data, technologies, asset types and other 
digital asset parameters.

CLICK TO BUY

https://www.amazon.com/Managing-Cyber-Risk-Ariel-Evans/dp/0367177749/ref=sr_1_fkmrnull_1?keywords=evans+managing+cyber+risk&qid=1556618463&s=books&sr=1-1-fkmrnull
https://www.amazon.com/Managing-Cyber-Risk-Ariel-Evans/dp/0367177749/ref=sr_1_fkmrnull_1?keywords=evans+managing+cyber+risk&qid=1556618463&s=books&sr=1-1-fkmrnull
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There are four steps to determining the cybersecurity tool ROI.
1. Risk models need to be prescribed for each use case.
2. Security tools must be identified, and their cost determined.
3. Each tool has to be associated to a risk model and a digital asset.
4. The ROI calculation used is (Risk Reduction – Tool Cost)/Tool Cost. Other models can be utilized.

How it Works



© Copyright 2022-2024 RiskQ, Inc.

Risk Models

The metrics used to quantify risk reductions are:

Data exfiltration happens when data is stolen by cyber criminals during a data breach. This can be due to many 
causes including but not limited to misconfigured systems, poor access controls, from insiders or external actors. 
Specifically, it is the unauthorized copying, transfer or retrieval of data from a computer or server and is measured
by the number of records taken multiplied by the cost per record. Data exfiltration is a malicious activity 
performed through various techniques, typically by cybercriminals over the Internet or other networks. On the 
cyber insurance policy, you may see it classified in the coverage section called “event management”. An example 
of data exfiltration is when an attacker sends a phishing email, a user clicks on it and malware is inserted. The 
attacker then delivers the payload and data is stolen to be sold on the deep and dark web for fraudulent purposes.

Determine the Data Exfiltration Exposures – If this is a data exfiltration metric the risk engine will be modeled 
to the specific requirements. Data exfiltration exposures are calculated at the system level. The system is a set of 
technologies including databases that store data. It is based on the records counts and the cost per record. Data 
exfiltration exposure is based on the number of records and the cost per record.

Business Interruption happens when business as usual is interrupted and the authorized users cannot access 
an application, typically due to a denial of service attack (DoS) or a ransomware attack.
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Regulatory Loss happens when a regulator fines an organization for a cyber breach. The costs of the fines 
are defined by the regulator(s). In the case of healthcare records, the regulatory body is the U.S. Department 
of Health and Human Services (HHS). For credit card data exfiltration, the guidelines are administered by the 
Payment Card Industry (PCI) Security Council. In the case of EU citizen data, the regulatory body is the European 
Supervisory Authority. There are many regulations across states for sector- based needs including the New York 
State Department of Financial Services Part 500, the Insurance Data Security Act, etc. Some cyber insurance 
policies will pay for the costs associated with the regulatory aspects of a data breach. You may see this in the 
cyber insurance policy as the “security and liability insurance” coverage section. 

Determine the Regulatory Exposures – Regulatory loss is very specific. GDPR is 20 million euro or 4% of annual 
revenue, whichever is higher. PCI is $500,000 per incident with monthly penalties. HIPAA is based on the number 
of records stolen and the level of neglect the organization has regarding their cybersecurity program. The example 
below is for GDPR.

Determine the Business Interruption Exposures – Calculations can use Recovery Time Objective (RTO) 
maximum interruption hours, and revenues to determine the exposure.



Inventory of  
Cybersecurity Tools
An inventory of the tools with the vendor’s name, cost of the tool, and the amount of estimated risk reduction is 
required. Multiple scenarios of risk reduction can be set up for a best case/worse case analysis. The tool must 
be associated to a risk model that was prescribed earlier such as data exfiltration, business interruption, or 
regulatory loss.
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Cybersecurity Tool Association

Associate the tool to the level of risk reduction - In order provide an ROI on the tool it is critical to understand 
what the tool does. Each tool has to be associated to the right level of risk reduction. Does it reduce organizational 
risk, privacy risk or technology risk? Does it mitigate data breaches, business interruption or regulatory risk? If it 
reduces organizational risks, the calculations apply to all the digital assets. If it reduces business interruption, the 
risk model has to apply to only revenue generating, customer- facing systems on-premise. If it reduces regulatory 
risk the risk model must apply to digital assets based on the type of data they process. As an example, PCI 
assessments will reduce data exfiltration across the systems that process credit cards. Tools can be associated to 
systems, organizations, technologies or data types.
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Determine the Risk Reduction

The business owner is interviewed, regulations in scope and vendor type are identified, and initial data is put 
into the ValuRisQ platform. The ValuRisQ platform inventories the digital assets in scope and the business owner 
provides the record counts from the Database Administrator (DBA). Reconnaissance is done on the vendor 
to determine prior breach history and prior loss events. The vendor is onboarded and receives a link to their 
questionnaire.
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ROI Analysis

Data was analyzed in ValuRisQ to demonstrate the ROI using the risk reduction and the tool cost attributes.
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Results

The customer has been able to close 15% more business in a month using ValuRisQ to demonstrate the ROI of over 
65 different offerings.
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Why RiskQ
RiskQ uses an automated digital asset approach to measure financial exposures and assess cyber risk. This provides 
clients with objective financial data and eliminates up to 90% of the manual work by untrained personnel to perform 
the assessment. Clients are provided regulatory requirements/scope, policies, procedures, and automated risk 
assessments to be compliant with all applicable cybersecurity and privacy regulations. Our platform provides an 
integrated solution that is powerful, easy to use and offers the lowest total cost of ownership. In 5 simple steps you 
can be complaint with any cybersecurity or privacy regulation.

1. Automated System & Vendor Inventory: know which systems and vendors are in scope and their priority to 
assess. Automated Financial Exposures: understand malware, ransomware, and regulatory financial exposures.

2. Get all your policies and procedures reviewed by our Cyber Attorneys.
3. Perform Security and Risk Assessments: using any framework including ISO 27001, NIST, SOC 2, etc. Includes 

policies, procedures, and a playbook in layman’s terms.
4. Assess Vendor Risk – make the vendors work for you and provide their assessment evidence in our platform. 
5. Report, Communicate and Act: use our state-of-the-art dashboards, reports, and workflows.

About RiskQ
Based on five years of research with the Fortune 1000 and cyber insurance industry and from some of the sharpest 
cybersecurity and risk minds in Israel and the United States. RiskQ provides the ultimate in data loss prevention and 
risk management by identifying hidden exposures and making sure the attack surface is minimized and the digital 
assets have effective protection in place.  RiskQ fundamentally alters the cybersecurity risk landscape with its digital 
asset approach and integrated risk platform.  Get our book ‘Enterprise Cybersecurity in Digital Business’ free with 
your purchase of our offering.  

RiskQ

66 West Flagler Street - Suite 

900, Miami, FL 33130
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www.risk-q.com
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CLICK TO BUY

https://www.amazon.com/Enterprise-Cybersecurity-Digital-Business-Organization-ebook/dp/B09RPMHKPC/ref=sr_1_1?keywords=enterprise+cybersecurity+in+digital+business&qid=1647716724&sr=8-1&utm_source=Amazon&utm_medium=ariel@risk-q.com&utm_campaign=Book
https://www.amazon.com/Enterprise-Cybersecurity-Digital-Business-Organization-ebook/dp/B09RPMHKPC/ref=sr_1_1?keywords=enterprise+cybersecurity+in+digital+business&qid=1647716724&sr=8-1&utm_source=Amazon&utm_medium=ariel@risk-q.com&utm_campaign=Book

