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    he work from home model continues to be adopted across organizations and is ground for an 
increase in ransomware attacks. In spite of defense mechanisms in place, ransomware attacks 
continue to rise and successfully encrypt organizations’ data. The average cost to recover from a 
ransomware attack is $1.85m.1

Disaster recovery plans are one of the most, if not the most, important mechanism against ransomware. 
However, if not battle tested, the confidence in the restoration readiness will be low. Ransomware 
readiness is critical to understand whether you even have a choice in paying the ransom. Despite advising 
against paying ransoms, the FBI estimates extortionists are earning over $1 billion annually.2

Companies have no time to figure out whether they will pay or restore. The city of Baltimore paid over 
$18.2 million in restoration costs vs. paying the $87,400 ransom. Paying ransom does not guarantee that 
you will be off the hook. Cyber criminals can insert malware into your company and use that to exploit 
you later. If paying ransom is an unreliable recovery option, why do organizations continue to pay? That’s 
because businesses lack visibility into the scope of damage, not understanding which will cost more – pay 
the ransom or restore the systems. 

Organizations should not panic when the ransomware demand comes but be prepared to meet the 
challenge with confidence understanding their financial impact. Developing a strong ransomware strategy 
should be a top priority for organizations.

This eBook will walk through how to build an effective ransomware strategy that you can use to quickly 
respond to a ransomware attack.

© Copyright 2022-2024 RiskQ, Inc.

1. Varonis, Ransomware Stats August 2021
2. Fall 2019 OCR Cybersecurity Newsletter - The U.S. Department of Health and Human Services
3. Cybersecurity News

Ransomware attacks 
cause  
15 days of downtime 
– 8500 hours3

FBI estimates 
cybercriminals will 
earn over $1 billion in 
ransom2

Ransomware payments 
may not be the end of 
your troubles – Cyber 
criminals can leave 
remote access Trojans 
(RATS) behind

Ransomware is  
delivered usually by 
phishing emails and 
exploit kits
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A leading medical 
research institution 
working on a cure for 
Covid-19 has admitted 
it paid hackers in 2020 
a $1.14m (£910,000) 
ransom after a covert 
negotiation witnessed 
by BBC News.

The Netwalker criminal gang 
attacked University of California 
San Francisco (UCSF) on 1 June.
IT staff unplugged computers 
in a race to stop the malware 
spreading. An anonymous tipoff 
enabled BBC News to follow the 
ransom negotiations in a live chat 
on the dark web.

Cyber-security experts say 
these sorts of negotiations are 
now happening all over the 
world - sometimes for even 
larger sums - against the advice 
of lawenforcement agencies, 
including the FBI, Europol and 
the UK’s National Cyber Security 
Centre.

Netwalker alone has been linked 
to at least two other ransomware 
attacks on universities in the past 
two months.

Ransomware attack 
cost New Orleans $7 
million and counting.

A ransomware attack on the 
city of New Orleans in 2019 has 
racked up at least $7 million in 
financial damage to The City That 
Care Forgot, its mayor said. 
New Orleans was able to get 
back $3 million through a cyber 
insurance policy, the mayor 
said, who also cited Chief 
Administrative Officer Gilbert 
Montano as saying the city has 
an IT backlog in the wake of the 
December attack.

“Now, we’re in the stabilization 
period,” Montano said. “We are 
trying to rebuild what we had to 
turn off essentially and that is a 
long, laborious, time-sensitive 
process and that’s where I am 
telling staff and employees we’re 
looking maybe at a six to eight 
month window before actual 
normalcy starts to
integrate all of our systems.”

CNA Financial paid 
hackers $40 million in 
March 2021 following 
a ransomware attack.

CNA Financial reportedly paid 
hackers $40 million in March 
following a ransomware attack, 
Bloomberg reported. CNA first 
announced the hack in late 
March, stating that it had seen 
a “sophisticated cybersecurity 
attack” on March 21 that had 
“impacted certain CNA systems.” 
To address the incident, the 
company called in outside 
experts and law enforcement, 
both of which launched an 
investigation into the attack.

But behind closed doors, about a 
week following the ransomware 
attack, CNA began negotiating 
with the hackers, Bloomberg 
reported. The hackers initially 
demanded $60 million in ransom. 
But following negotiations, CNA 
paid them $40 million in late 
March, which could be one of 
the largest ransomware hacker 
payments yet.

Key Learnings from Real-Word
Ransomware Attacks

The following stories are real-life examples of how various organizations responded to ransomware attacks 
with insights into what makes an effective strategy.
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Your ransomware recovery strategy is based on the level of confidence in your ability to restore and the 
cost to restore. 
Here are suggested things that need to be taken into consideration.

Asset Inventory
• The first step is to have a digital asset inventory of your assets and the information you need to 

understand relating to recovery time objectives, the amount of data exfiltration exposure if the 
cyber criminal leaks your data, the SLAs, and regulatory requirements you have to comply with. 

Prioritization of the Restore
• Knowing which applications must be restored first, in what order and, their dependencies are 

critical to have a successful restoration.

Restoration Readiness
• The success of a restoration depends on how ready you are. Can you restore? What is the 

confidence in your restoration processes? Have you table topped the applications? How often? 

Summary
• Knowing what the costs are helps to define the strategy. Understanding your options is critical to 

making the right choices when it comes to ransomware.

Cost Benefit Analysis
• Knowing what the cost of the restoration is and the confidence is the first question to ask. If there 

is no confidence in the restoration, then there is only one real choice – to pay the ransom. If there 
is a high level of confidence, then the restoration should be considered. In addition, a cost benefit 
analysis should be done. Comparing the cost of the restoration vs the ransom provides an idea of 
what makes the most sense. If the cost of the ransom is less than the cost to restore by 25% - paying 
the ransom may be a better option. 
Note: This is NOT legal advice. Consult your cyber attorney about these choices.

The Ransom Demand
• Cyber criminals will only give you a limited window to answer their demands. You must be ready 

when the ransom freezes you out. There is no time to do this work when the ransom is demanded.

Cost to Restore
• The cost to restore has to be understood and compared against the cost of the ransom. What 

resources, tools, processes, and testing are needed and what do they cost?

Ransomware Recovery Strategy

© Copyright 2022-2024 RiskQ, Inc.
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Having the ability to quickly measure the financial impacts will prioritize the recovery from a ransomware 
attack. To ensure fast recovery and that business goals are met after an attack, DR and IT teams must map 
out and rigorously test their response strategy.

Here are suggested steps to take in the event that you’ve been hit by ransomware:

Ransomware Recovery Checklist

1. Isolate the infected devices from the network.
The success of a ransomware attack is dependent on how quickly it can spread across your network. 
A fast response can greatly reduce the impact to your organization and prevent the infection from 
spreading. To isolate the infection, immediately shut down and disconnect all compromised devices 
from the network and any shared storage. Power-off all devices that have not been infected as well to 
contain the damage.

2. Ensure all of your backups are not compromised.
Ransomware is getting increasingly advanced, putting the integrity of backups at greater risk. To protect 
your backups, backup data must be immutable. This means that once data has been written, it’s never 
available in read/write mode to external clients, and cannot be read, modified, or deleted by an attacker 
on your network. This is the only way to ensure recovery when production systems are compromised. 
In addition, pause all backups until you understand where the infection originated and completed all 
security forensics, and ultimately have identified the most recent clean snapshots.

3. Identify the infection.
It’s critical to understand how far the malware has spread is in order to seal it. One starting place is to 
assess what was accessed by the first infected machine. Another option is to check the ransomware 
registry, which lists all the encrypted files so that the software knows which files to decrypt once the 
ransom is paid. Consult your security team or specialists to help conduct these forensics.

4. Check your retention times against compliance requirements.
Some industries have rigorous retention requirements. However, it may be advantageous to extend 
retention times of your backups during impact analysis and remediation. Short retention times increase 
the risk of backups expiring prior to the completion of remediation efforts. Extending retention times 
will help ensure recovery to the most recent clean state prior to the infection.

5. Your response plan.
Now, it’s time to engage your incident response team, notify the key stakeholders, and evaluate
your options so that you can retrieve your data and get back online. These are the courses of
action to choose from:

Option 1: Restore your files from backup. The most reliable way to recover from
a ransomware attack without paying the ransom is to restore the impacted machines to
the most recent clean state. Having a comprehensive backup plan that is regularly tested
is critical to any effective ransomware response plan.
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Option 2: Attempt to locate a decryptor. Once you’ve determined the exact strain of ransomware, 
it may be possible to find a decryptor through a third-part. However, newer versions of ransomware 
are more sophisticated and mutate quickly, making it less likely that a decryptor is available. In 
addition, when using a third-party decryptor, you risk downloading additional malware.

Option 3: Do nothing and accept the data loss. Organizations that lack a strong backup strategy 
prior to the attack or are unable to locate a decryptor may choose to not recover their files. Of 
course, a strong ransomware remediation plan should then be developed, tested, and put in place 
to ensure a rapid recovery in the event of a future attack.

Option 4: Negotiate and pay the ransom. For those who have tried all other options and are 
unable to recover their files, paying the ransom may seem like the only viable solution. The FBI and 
most security experts strongly warn against paying any ransom because it does not guarantee 
that you’ll get all or any of your data back. A 2019 report by CyberEdge Group shows that 17% 
of organizations that opted to pay the ransom never obtained access to their encrypted data 
or infected systems.4 Paying the ransom also incentives future attacks— potentially at a higher 
ransom—opening up your business to even more risk and perpetuates the cycle of attacks by 
rewarding the bad actors.

6. Restoration Strategy - understand the scope of the malware infection.
IT teams must be able to quickly identify the impacted applications to minimize data loss from a 
ransomware attack. This process can take days to weeks with legacy technologies. It is critical to 
determine the restoration priorities that may be needed to roll back. Prioritization minimizes the risk of 
data loss associated with mass restores that include uncompromised data.

7. Decide whether to alert the authorities.
Some regulations require that you alert the authorities. Following an attack, consider informing law 
enforcement, customers, and any other necessary authorities. Certain organizations may be legally 
required to notify authorities and users; this is highly dependent on your business, industry, and 
location.

© Copyright 2022-2024 RiskQ, Inc.

Note that not all data protection solutions will safeguard your backups in the event of an attack, and 
backups can become compromised. That’s why it’s highly recommended to choose a solution that prevents 
ransomware from ever modifying your backup data while also providing fast restores and greater visibility.
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Disclaimer

This document is intended to supplement, not replace, existing ransomware response, remediation, and 
disaster recovery plans.

This template is made available “as-is”, without warranty, and is free from liability for damages resulting 
in the use of information provided in this template—and has not been endorsed by any official body or 
organization.

Customization of this template, and testing of the plan, is a requirement for success.

© Copyright 2022-2024 RiskQ, Inc.
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Sophos’ State of Ransomware 2021 Report

Fall 2019 OCR Cybersecurity Newsletter: What Happened to My Data?: Update on  
Preventing, Mitigating and Responding to Ransomware. The U.S. Department of Health 
and Human Services.

Jessica Davis, Cybersecurity News, “ Ransomware Causes 15 Days of EHR 
Downtime, as Payments Avg $111K”, May 4, 2020

2019 Cyberthreat Defense Report, CyberEdge Group, LLC.
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https://secure2.sophos.com/en-us/medialibrary/pdfs/whitepaper/sophos-state-of-ransomware-2021-wp.pdf
https://secure2.sophos.com/en-us/medialibrary/pdfs/whitepaper/sophos-state-of-ransomware-2021-wp.pdf
https://www.hhs.gov/hipaa/for-professionals/security/guidance/cybersecurity-newsletter-fall-2019/index.html
https://healthitsecurity.com/news/ransomware-causes-15-days-of-ehr-downtime-as-payments-avg-111k
https://cyber-edge.com/resources/cyberedge-2019-cyberthreat-defense-report/
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Why RiskQ
RiskQ uses an automated digital asset approach to measure financial exposures and assess cyber risk. This provides 
clients with objective financial data and eliminates up to 90% of the manual work by untrained personnel to perform 
the assessment. Clients are provided regulatory requirements/scope, policies, procedures, and automated risk 
assessments to be compliant with all applicable cybersecurity and privacy regulations. Our platform provides an 
integrated solution that is powerful, easy to use and offers the lowest total cost of ownership. In 5 simple steps you 
can be complaint with any cybersecurity or privacy regulation.

1. Automated System & Vendor Inventory: know which systems and vendors are in scope and their priority to 
assess. Automated Financial Exposures: understand malware, ransomware, and regulatory financial exposures.

2. Get all your policies and procedures reviewed by our Cyber Attorneys.
3. Perform Security and Risk Assessments: using any framework including ISO 27001, NIST, SOC 2, etc. Includes 

policies, procedures, and a playbook in layman’s terms.
4. Assess Vendor Risk – make the vendors work for you and provide their assessment evidence in our platform. 
5. Report, Communicate and Act: use our state-of-the-art dashboards, reports, and workflows.

About RiskQ
Based on five years of research with the Fortune 1000 and cyber insurance industry and from some of the sharpest 
cybersecurity and risk minds in Israel and the United States. RiskQ provides the ultimate in data loss prevention and 
risk management by identifying hidden exposures and making sure the attack surface is minimized and the digital 
assets have effective protection in place.  RiskQ fundamentally alters the cybersecurity risk landscape with its digital 
asset approach and integrated risk platform.  Get our book ‘Enterprise Cybersecurity in Digital Business’ free with 
your purchase of our offering.  

© Copyright 2022-2024 RiskQ, Inc.
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